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Abstract

Background: On February 25, 2022, Russian forces took control of the Chernobyl power plant after continuous fighting within
the Chernobyl exclusion zone. Continual events occurred in the month of March, which raised therisk of potential contamination
of previously uncontaminated areas and the potential for impacts on human and environmental health. The disruption of war has
caused interruptions to normal preventive activities, and radiation monitoring sensors have been nonfunctional. Open-source
intelligence can be informative when formal reporting and data are unavailable.

Objective: This paper aimed to demonstrate the value of open-source intelligence in Ukraine to identify signals of potential
radiological events of health significance during the Ukrainian conflict.

Methods: Data were collected from search terminology for radiobiological events and acute radiation syndrome detection
between February 1 and March 20, 2022, using 2 open-source intelligence (OSINT) systems, EPIWATCH and Epitweetr.
Results: Both EPIWATCH and Epitweetr identified signals of potential radiobiological events throughout Ukraine, particularly
on March 4 in Kyiv, Bucha, and Chernobyl.

Conclusions: Open-source data can provide valuableintelligence and early warning about potentia radiation hazardsin conditions
of war, where formal reporting and mitigation may be lacking, to enable timely emergency and public health responses.

(IMIR Infodemiology 2023;3:€39895) doi: 10.2196/39895
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plant [1,2]. Following the invasion of Chernobyl on February
25, 2022, the Ukrainian government reported increased levels
On February 24, 2022, the Russian invasion of Ukraine began. of radiation i'n theair [3]. !ererified reports a the time rqised
On the first day of the invasion, battles between Russian and ~ CONCeMs of .lncre.ased radlatlon Ilevel's in the area, potentialy
Ukrainian forcesoccurred in thevicinity of the Chernobyl power  due to the disruption of the soil in highly contaminated areas
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around the power plant dueto the fighting and military vehicles
moving over the exclusion zone[1,2]. Armed conflict continued
throughout March 2022, with intense fighting in Slavutych, a
town nearby that houses workers at the power plant. On March
22,2022, forest fires broke out within the Chernoby! exclusion
zone with the potential for generation of contaminated smoke
[4]. On March 31, there were reports of confirmed radiation
exposure of Russian soldiers, most likely dueto soldiersdigging
trenchesin the soil within the Red Forest areato the west of the
nuclear power plant [5]. This highlighted the possibility of
contamination of previously uncontaminated areas and the
potential for subsequent radiological impacts on human and
environmental health.

Epidemic open-source intelligence (OSINT) systems provide
new approaches to public health surveillance and are
increasingly used for epidemic early warning [6]. Early warning
OSINT systems can complement and improve the performance
of formal surveillance systems by enabling early detection of
serious events or fill a gap when routine surveillance systems
fail or are absent. Indicator-based surveillance systems largely
require clinicians to link cardinal clinical features of specific
diseases with key historical, geographic, and social data, thus
recognizing the potential occurrence of disease either in an
individual or in populations. This process can easily be
undermined by a lack of clinical experience, biological
variability of presentationsin populations, and most importantly,
adelay in the recognition of potential disease dueto thetimeit
takes for cardinal features to manifest in patients. By contrast,
OSINT systemscan provide earlier warning through the analysis
of large volumes of unstructured digital data and
communications. Such data do not rely on clinical experience
or acumen, official health system reporting, or the results of
laboratory testing. Through the use of specialized processes and
algorithms, early warning of potential outbreaks of diseasesin
populations can be flagged from unstructured sources such as
new articles and social media [7]. EPIWATCH and Epitweetr
are examples of such systems [6,8]. While OSINT lacks
verification, an early warning can be followed by a formal
investigation to verify asignal.

Early warning for radiation effectsistime critical, as exposures
may result in severe outcomes and affect large populations.
Following radiation and radioi sotope exposure, acute radiation
syndrome (ARS) can manifest as early as hours after exposure,
and certain therapies require immediate delivery. During the
Ukraine conflict, public health surveillance and health protection
programs relevant to radiological exposures have been limited
or completely ceased. Therefore, in the context of conflict and
degraded public health systems, the use of OSINT to rapidly
identify locationswhere aradiol ogical event may have occurred
isimportant and enables the most efficient and timely allocation
of limited health resources to limit the spread and impact of
contamination. A key distinction in the Ukrainian conflict, as
compared broadly to other conflicts, has been the widespread
and continued access to high quality open-source data
communications, including social media and news sources,
acrossthe broad Ukrai nian geography and continued penetration
of access within the Ukrainian population. Unstructured data
fromlocal news reports, socia media, and various open-source
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channels from the Ukrainian population and occupying forces
can be used by systems such as EPIWATCH and Epitweetr to
detect signals for health-related events of importance.

This study aimsto demonstrate the value of OSINT in Ukraine
to identify signals of potential radiological events of health
significance during the Ukrainian conflict.

Methods

Data Collection

To determine the potential detection of radiobiological events,
data were analyzed between the timeframe of February 1 and
March 20, 2022, using both EPIWATCH and Epitweetr systems.
EPIWATCH isan artificial intelligence (Al)-driven system that
uses both curated information, such as governmental reports,
and broader web searchesto generate automated early warnings
for epidemics worldwide [9-12]. Outbreak signals in
EPIWATCH are obtained from reports collected in real time
using prespecified search terms applied to open-source data.
These can be monitored for deviationsfrom baseline or unusual,
newly emerging diseases. The system contains 52 trandlated
languages, together with geographic information system
capability. In addition to 2 Al subsystems (natural language
processing [NL P] and aprioritization algorithm), theinformation
collected is curated by epidemic anaysts. Epitweetr is an
R-based open-source data surveillance tool. Epitweetr’'s data
are routinely collected. In order to monitor trends in tweets
geolocation, time, and topic using the Twitter Standard Search
API, dataare collected by sending queriesto the predetermined
list of topics and associated keywords. The default topics list
consists of 71 unique topics but can be customized to the user’'s
choice [8,13]. EPIWATCH, at the time of this study, did not
query Twitter. Epitweetr was used to enhance the data set to
include social media coverage, as social media is more likely
to pick up early signalsfor acute radiation syndrome. However,
associa mediais more vulnerableto manipulation, both systems
are needed to validate potential detections or events.

These systems were originally created to detect infectious
disease outbreaks but can be rapidly adapted for the detection
of radiobiological events. A series of search termswere created
by a domain expert on radiation (DH) that were indicative of
potential radiobiological events (acute exposureto radioi sotopes,
contamination by radioisotopes, ARS, and related medical
symptomsand signs). Thetermsweretranslated into Ukrainian
and Russian. The search terms are listed in Table 1 and their
definitions are in Multimedia Appendix 1. In addition, since
users often do not disclose direct illness on social media but
rather discuss symptoms, weindividualized each symptom and
added variations for anaysis for radiation poisoning.
Symptomology terms for acute radiation poisoning were also
investigated and are described in Table 2. Reports collected
from EPIWAT CH were obtained through amanual search within
the system; they did not undergo machinelearning classification
and were gathered solely through noncurated broader web
searches using Google Alerts (Table 3). Data collected through
Epitweetr queried the terms added through the Epitweetr Shiny
app interface using Twitter APIs 1 and 2. The tweets gathered
from the queries are then aggregated and geolocated, and an
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Early Aberration Reporting System (EARS) signal detection
algorithmisapplied. Eachindividual tweet iscounted asareport
and isvisualized in the results (Table 3) [8,13]. Data collection
occurred after the search timeframefor potential radiobiological
events, from March 20 to April 12, 2022. Both systems used
the same search terms to investigate the potential for
radiobiological eventsand acute radiation poisoning, which are

https://infodemiol ogy.jmir.org/2023/1/e39895

Stone et al

justified and explained in Multimedia Appendix 1 and Tables
3 and 1. Specific terms related to features of acute radiation
exposure (eg, radiation types, the Cherenkov effect,
radioisotopes, and initial medical impacts) and terms relating
to the short-term effects and immediate medical management
of exposure were used.
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Table 1. Terms used in the search for radiobiological events in Ukraine by subtopics. event-based terms (n=14), radiological substance-based terms
(n=14), medical terms (n=13), and radiation preparedness terms (n=8).

English Ukrainian Russian

Event-based terms
Radiation Paaiauyin Paavnwauymas
Radiological Paaionoriyunmui Paavonorumuecckui
Reactor eakTOp PeakTop
Alpharadiation Anbda-BmnpomMiHioBaHHA Anbda-um3nyuyueHwue
Betaradiation BeTa-BunnpomMiHKB aHHSA BeTa-nsnyueHnwue
Gamma radiation MFamMmma-BunpomMiHtoBaHHA [aMMa-u3nyuyyeHtue
| sotope IsoTon M3oTon
Geiger Frirep Fuvrep
Curie Kt pi Kopwm
Becquerel Bekepenes Bekkepenes
Sievert 3ipepT Suseprt
REM?2 REM REM
RADP RAD RAD
Cherenkov YUepeHckos YepeHkos

Radiological substance-based terms

lodine non oA

1-131 1-131 1-131

Cesium ye 3sii Uesni

Cs-137 Cs-137 Cs-137

Cs134 Cs134 Cs134

Plutonium nnyToHIiR MnyToHwMu#K

Strontium CTPOHLUiR CTpoHUMMK

Sr-90 Sr-90 Sr-90

Americium amepwuuin AMepuunii

Am-241 A m-241 A m-241

Uranium ypatH YpatH

Nuclear fuel fipepHe nanuso filgoepHoe TONNMUEBO

Nuclear waste ApnepHiBiaxoam AlaepHb e 0T X 04l

Graphite Mpadir Fpadmur

Medical terms
Beta burn BeTtTa-3anunc/beTa onijik Betaoxor
Desquamation OdecksBamauyia Oeckeamauywu a (latin)/
WenyweHMUNE

Hair loss BTpaTaBonocc BonapgpeHunwe Bonoc

Mucositis My ko3swur Mykoswur

Gastrointestinal syndrome WnyHKOBO-KMWIWKOBMUIR enyasnouHO-KMLWeEUYHEB A
cuHApOM cMuHApPOM

Cardiovascular syndrome CepueBBoO-CYyAMWHHDMNI CepAEe@UHO-COCYAMWNCTH I
cuH M cMuHApPOM

Neurological syndrome HeBponoriuHui HesBponorumuecckHwudi
cuHA M cMuHApPOM
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English Ukrainian Russian

Melena MenetHa MenetHa

Vomiting BnwoseorTa PBorTa

Lymphopaenia Nimponewrnian NMuvmdboneHwus

Bone marrow suppression MpurHiueHHS MoanaeneHMme KoCTHOTO
Kic TKOBOFOMO3KY MO 3T a

Bone marrow transplant MepecapkackicTkoBoro ffepecapapka kKkoCTHOTDO
MO 3 KY MoO3T a

Sepsis Cencwuc Cencwuc

Radiation preparednessterms

Potassium lodide Kanin noaunwa/MNoavwcTuinn MoanmcTuin kKanuin
Kanin

Heavy Metal Chelation XenaTyBaHHSABAaAaXKMUX XenoTuposaHue
MeTaﬂiB T 8 X nelxXx MeTannoasB

Calcium DTPA Kansbeuin DTPA Kansuwe i DTPA

Zinc DTPA LUuuk DTPA U vk DTPA

Decontamination NAeszakTunseauial NekoHTaMuHauuwa=al/
3He3apaxeHHa:3 O6es33zapaxusaHmue

Prussian Blue Mpyccobknin 6nacknmtTHuin/ Bepnuuckasnasypes
6epniHckabnakumTHiCT®b
Granulocyte Monocyte Colony Stimulating ®akTop, W0 cTUMYNIE ®akToOPp
Factor K OnoHjo rpaHynoumnwTis CTUMYyNnupyrwmuimn
MOHOULMTIB K OnoHMUI
rpaHynouyumumToB
MOHOLMKT B o/
F'paHynouwuTes
MoHOUMTH
KonoHunectumynupyrouwni
dakToOPp
Granulocyte Colony Stimulating Factor ®PakToOp,CTUMYy NLLY UK ®akTop
KonoHjlo rpaHynmnouuTiB CTUMYyNnupytWw"i
K ONnoHMUL
rpaHynouyunrtos/
FpaHynouumTapHGLIR
KOnoHMUECTUMY NUpPpYLWUIK
dakToOPp
3RAD: radiation absorbed dose.
bREM:roentgen equivalent man.
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Table 2. Syndromic terms and variants of each term used to search for acute radiation poisoning in Ukraine [14].

Stone et al

Syndromic terms English Ukrainian Russian
Radiation radiation OR RAD OR radiated OR BunpomiHtoeaHHaABO wuus3nyuenne MWIURAD
glowing RAD AB O MNMMNusnyuaemoelNnu
BunpomiHtosaHuim ABO cBeTAWeec s
CBiTUWT®DLCA
Nausea nausea OR nauseated HyaoTtTaABO HyAaoTa TowHOTa UK
TOWHOT a
Vomiting vomiting OR vomit OR throwup OR 6nroeoTa ABO pseoTa WU pBOTaa
puke 6nrweoTa ABO MNN pesoTa NN
6ntoBoTa ABO pBOTa
6 nroBOTa
Headaches headaches OR headache OR migraine ronosH{i6oniABO ronosHbe 6onun UNTHU
ronoBHMUWMK 6Ginb ABO ronoBHasa 6ons NNMU
Mir peHshs MWUT PpeHbesb
Fatigue fatigue OR drowsy OR disoriented BToma ABO ycTanocTtse MNN
oHnusicTb ABO coHnuBOCTSGL WK
Ae30pigHTauis A€30pPUMEeHTUPOBAHHOCTSb

Fever fever OR feverish OR temperature OR rapsauyuka ABO nuxopaagka NN

shivering numxomaHnka ABO nmxopaakaWMNNn

TemnepaTypaABO TemMmnepaTypalWnm
TpPpeMTiHH A 03HOGB

Rash and fever skin-reddening OR rash Mo4YepBOHIHHS AWK{pM MNOKPacCHEeEHMUEG KOXMU
ABO BuM Ccun MNWN cbinsb

Table 3. Dataoutput for Epitweetr and EPIWATCH.

System Output data type Data analysis before output

Epitweetr [8,13] Aggregated tweets by search term Twitter results for individual terms areinitially geolocated. The tweets are then
aggregated on terms and geolocation. Finally, the Early Aberration Reporting
System algorithm is applied to identify if asignal was detected by qualitatively
comparing baseline activity to aberrations (2 standard deviations) from the
baseline.

EPIWATCH Web results by search term Manual search through the EPIWATCH system by termis performed by ahuman
analyst. Each individual web result is deemed as areport. Aggregate by termis
performed manually. Data generated are reviewed to identify if asignal was
detected by qualitatively comparing the baseline activity to aberrations (2 stan-
dard deviations) from the baseline.

. aberrations (2 standard deviations) from baselineand in relation
Data Analysis

A comprehensive line list was created for both EPIWATCH
and Epitweetr. Analysis was completed separately on potential
radiological events and acute radiation detection analysis. Data
were sorted using MATLAB by date, subtopic, language, and,
for Epitweetr, subnational geolocation. Data from Epitweetr
were only used if the tweet’s geolocation was within Ukraine.
Analysis and reporting for this study followed STROBE
(Strengthening the Reporting of Observational Studies)
guidelines for epidemiological studies[15]. For EPIWATCH's
signal reports, for both radiobiol ogical event analysisand acute
radiation detection analysis, amean daily signal count (o) was
established for each subtopic using Stata/IC (Stata Corp). The
total daily signal was adjusted for this factor. The signal curve
was constructed using the date of the signal and the total
adjusted daily signal. The plots were analyzed on the date of
peak signal and compared to key dates and events around
Ukraine. We used the data to identify if a signal was detected
by qualitatively comparing baseline activity over time to
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to key events around the war. Analysis of Epitweetr included
searches for the individual terms in order to identify increased
signals within the given time period. In addition, geolocation
of the total signal amount and subtopic were performed using
descriptive statistics and plotted using ArcGIS Pro (Esti).

Ethical Considerations

This study only contains open-source data which are publicly
available. No individual or identifying data about patients or
people were collected. In addition, all the data presented arein
aggregate form and have been deidentified before data analyses
were compl eted.

Results

Potential Radiobiological Event Detection

Both systems detected potential radiological events from
February 1 to March 20, 2022. Terms used to mine these
open-source newswere separated into 4 subgroups: event-based
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surveillance, radiological substance, radiological preparedness,
and medical based terms. EPIWATCH overall detected 24,071
reports with a mean of 502 reports per day (0=36.6; 95% ClI
427.8-575.2) with an adjusted peak on March 4 (n=1147) using
both English and Ukrainian translations. Of the reports, 5.6%

Stone et al

(n=1348) were Ukrainian. Adjusted daily reports for both
English and Ukrainian trandations found 5 distinct peaks on
February 24 and 28 and March 4, 9, and 17 (Figure 1A).
Likewisefor Ukrainian-only trandations, 5 peakswere observed
on February 10 and 23 and March 4, 10, and 18 (Figure 1B).

Figurel. EPIWATCH’s adjusted daily signal detection for al languages (A) and Ukrainian (B) were examined in addition to atime series by subtopic

©).

A
All reports

Reports Greater Than Mean Baseline
(o]

Detected

Date

=
1

Ukraine Translations Only

Reports Greater Than Mean Baseline

Date

Signals

Event-based surveillance terms, described in Multimedia
Appendix 1, were detected with a daily mean of 265 (0=23.9;
95% CI 216.7- 312.8) reports and had 2 peaks from February
24 and March 4 (Figure 2C). For radiol ogical substance-based
terms, EPIWATCH detected a mean of 123 reports per day
(0=10.1; 95% CI 102.2- 142.9) and had a peak on March 4
(n=376). For medical-based terms, EPIWAT CH detected amean
of 106 reports per day (0=6.1; 95% Cl 94.0-118.3) and had a
peak on February 24 (n=162). Lastly, for radiation preparedness
terms, EPIWATCH detected a mean of 8 reports per day and
had a peak of reports on March 11 (n=29) (Figure 1B). Using
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exclusively the Ukrainian trang ations, EPIWATCH detected a
mean of 27 reports per day (0=1.3; 95% Cl 24.0-29.4) and a
peak observed on March 18 (n=46) for event-based surveillance
terms. For radiological substance-based terms, EPIWATCH
detected a mean of a report per day (0=0.3; 95% CI 0.6-1.9)
and peaks on March 2, 9, and 11 for radiological
substance-based terminology. For medical-based terms,
EPIWATCH detected a mean of less than areport per day with
single reports found on March 3 and 17. Lastly, for radiation
preparedness, no reports were detected with Ukrainian
trandations.

JMIR Infodemiology 2023 | vol. 3| €39895 | p. 7
(page number not for citation purposes)


http://www.w3.org/Style/XSL
http://www.renderx.com/

JMIR INFODEMIOLOGY

Stone et al

Figure2. Epitweetr'ssignal (tweets) detection for (A) Cherenkov, (B) roentgen equivalent man (REM), (C) apharadiation, and (D) radiation absorbed
dose (RAD). Event and radiological terms by (E) region (n=96,094) and (F) individual term.
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For Epitweetr, atotal of 4 different search termswereidentified
to havedistinct peaks during theinvasionin Ukraine: Cherenkov
radiation, which was first reported on February 28 and peaked
on February 28 (Figure 2A); REM, which rose from the baseline
average of 4 signals a day on March 3 and peaked twice on
March 13 and 19 (Figure 2B); alpharadiation, which was first
reported on March 8 and peaked on March 20 (Figure 2C); and
RAD, which rose from the baseline average of 743 signals per
day on March 2 and had 3 peakson March 4, 12, and 20 (Figure
2D).

The 3 highest regions within Ukraine for the radiol ogical terms
were within Kyiv (22,620/96,094, 23.5%), Semidvor'e
(18,405/96,094, 19.2%), and Mariupol (18,301/96094, 19%)
for Epitweetr (Figure 2E). Additionally, a total of 2 terms
reported signals within the Chernoby! area: Cherenkov (n=12)
and RAD (n=4) (Figure 2F).

Potential Acute Radiation Syndrome Detection

EPIWATCH detected 51,248 reports of symptoms related to
radiation poi soning throughout the period between February 24
and March 20, 2022 with a mean of 2050 reports per day
(0=131.7; 95 Cl 1778.1-2321.8) and an overall peak on February
28 (n=2898). Radiation reports had a mean of 354 (0=32.6;

https://infodemiol ogy.jmir.org/2023/1/e39895

RenderX

95% Cl 286.5-421.3) and anoticeable peak on March 4 (n=940),
which consisted of 54.4% of al reportson 1 day. Nauseareports
had a mean of 38 (0=2.8; 95% CI 31.8-43.2) and a peak on
March 7 (n=66). Vomiting reports had a mean of 44 (c=2.5;
95% Cl 39.3-49.4) and a peak on March 1 (n=65). Headache
reports had a mean of 147 (0=10.1; 95% Cl 125.8-167.4) and
apeak on March 2 (n=231). Fatigue reports had a mean of 153
(0=9.8; 95% CI 133.2-173.6) and a peak on February 26
(n=210). Fever reports had a mean of 624 (0=43.2; 95% ClI
534.4-712.84) and a peak on February 28 (n=1001).
Skin-reddening reports had a mean of 44 (0=2.8; 95% CI
37.6-49.3) and apeak on March 1 (n=78). Rash and fever reports
had amean of 5 (0=0.7; 95% CI 3.1-6.0) and a noticeable peak
on March 1 (n=14).

A total of 757 signals were detected with the symptomology
related to radiation poisoning from Epitweetr. The 2 regions
with the most signals detected were within Bucha (n=287) and
Kyiv (n=196) at the time of the search (Figure 3A). Of the 757
detected signalsfor the symptoms related to radiation poisoning,
27.6% (n=209) signals were for vomiting, 24% (n=182) were
for fever, 15.6% (n=118) werefor nausea, 15.3% (n=116) were
for skin reddening, 10.3% (n=78) were for fatigue, and 7.1%
(n=54) were for headaches (Figure 4B).
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Figure 3. EPIWATCH reports on syndromes for acute radiation poisoning by detecting reports above the baseline daily mean and by individual

syndromes between February 24 and March 20, 2022, (n=51,248).
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Figure 4. Epitweetr’'s signals reported by region for both total reports per region (A) and by individual symptom per region (B) (N=757).
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Discussion p V[

We have shown that under conditions of war, when routine
reporting and monitoring may be disrupted or absent,
open-sourceintelligence from news reports or social mediacan
be used for early warning of potentia radiation events. While
signalswere detected on February 24 with the beginning of the
invasion of the Chernoby! plant, both systems detected further
signals in March, which could be linked to the rise in
radiobiological events, such as radiation exposure during the
armed conflict within the exclusion zone. The Russians occupied
the Chernoby! plant from February 24 to March 31, 2022 with
acute radiation syndrome reported in Russian soldierson March
31 and one death reported [5,16]. Potential exposure could have
been throughout the occupation of Chernoby! and surrounding
areas by the Russian soldiers. Additionaly, there was global
concern about the disruption of Chernobyl and other nuclear
sitesduring theinvasion. Geol ocation analysis of radiobiological
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RAD and Cherenkov. For acute radiation poisoning syndromic
analysis, vomiting and headaches wereidentified within regions
surrounding the Chernobyl exclusion zone in the month of
March. Clustering of signals in our syndromic anaysis for
radiation sickness appeared in or around Kyiv. Theresultsfrom
thisstudy show the usefulness of immediate, timely information,
particularly inawar zonewhere accessfor investigations might
be minimal. Thisinformation, obtained rapidly, can complement
the formal intelligence systems already in place.

OSINT systems have already been used in Ukraineto aid inthe
detection of potential war crimes and military movements[17].
We showed that OSINT can detect potential radiation events
and can be used in real time for early warning. While not a
replacement for validated data, such as radiation measurements,
open-source data can provide early intelligence when formal
reporting is absent and can provide a trigger for an early
investigation or emergency response.
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A potential limitation to using open-source dataisthe possibility
of manipulation or interference by third parties through the
injection of tweets or news sourcesto boost sentiment. Thiscan
be mitigated through multi-source data fusion, triangulation of
data, and correlation within and between NLP and machine
learning (ML) identified data and other sources of data. In this
study, the use of news-based OSINT allowed the validation of
Twitter-based OSINT. EPIWATCH, an Al system, applies a
model using contemporary NLP and named entity recognition
(NER) algorithms in order to detect unusual spikes or signals
in particular topics. In addition to system filtration, human
moderation isimplemented to verify the authenticity of reports.
Epitweetr, unlike EPIWATCH, does not individualy filter
tweets but instead uses a modified EARS, which is a
well-established model devel oped by the US Centersfor Disease
Control asabaseline for signal detection. OSINT can result in
lexical biasthat can lead to overreporting of signals and cause
issues establishing signal validity. The bias can be alayed by
using specific terminology to decrease irrelevant outside noise.
Thismitigation was confirmed by the detection of distinct spikes
in specific terminology not used in regular vernacular.

A further limitation of this study isthe dependence on the quality
of the data inputs. The data obtained from EPIWATCH could
have delayed reporting time or contain biases. There are also
language biases, with a predominant amount of news reports
being in English for EPIWATCH, despite searching in
Ukrainian, which could indicate events outside the scope of the
Ukrainian invasion. However, we did perform an analysis on
the total reports from EPIWATCH in addition to solely reports
in Ukrainian to detect varying signals, if any, from the 2
languages. Additionally, searching in Ukrainian only began in
February 2022, whereas searching in Russian was part of
EPIWATCH since 2019. For Epitweetr, the tweets are
aggregated and rely on built-in signal detection algorithms to
distinguish actual events from “white noise” In addition, the
symptoms of radiation poisoning can be indicative of other
diseasesrather than radiation poisoning. We, however, attempted
to mitigate by clustering and geolocating symptoms, in which
all symptomsin our syndromic analysis appeared in or around
Kyiv. Lastly, the signal detected using open-source syndromic
analysis may not reflect radiation exposure and may be afalse
positive. However, the purpose of OSINT is to monitor the
baseline, detect early warning signals above the baseline, and
then formally investigate for confirmation.

Stone et al

Using OSINT systems such as EPIWATCH and Epitwestr,
signal detection from war zones can be used in the absence of
formal detection methods to help rapidly discover and control
public health risks. Several studies haveidentified social media,
particularly Twitter, that can be used to identify particular
syndromes [18-20]. The value of these open-source data
systems, like Epitweetr and EPIWATCH, isthe rapid detection
of outbreaks and public health events when surveillance systems
are not as robust or have been weakened, such as with the
invasion of Ukraine [21,22]. An estimated 50% of the
stakeholders in epidemic response report lacking access to
timely surveillance data, yet 90% do not use available
open-source systems, highlighting the potential to improve the
use of OSINT [9].

Both systems identified potential radiobiologica events
throughout Ukraine, particularly on March 4 in Kyiv, Bucha,
and 16 reports within Chernobyl. Therisk of anuclear accident
will remain a pressing matter as the conflict continues in
Ukraine. While Chernobyl has been returned to the Ukrainian
government, the Zaporizhzhia plant, where spent fuel assemblies
can be damaged, is still under the control of Russia[23,24]. An
accident involving spent fuel assemblies could be equivalent in
magnitude to the initial Chernobyl event in 1986 and requires
the siteto undergo constant preventive activities and monitoring.
Additionally, normal preventive activities and radiation
monitoring sensors have been nonfunctional during parts of the
occupation, specifically in Chernobyl, and do not allow for
real-time data to be received at this time [25]. OSINT reports
can support governmental classified intelligence sources, gather
information where formal surveillance might not be as robust
or be hindered during the conflict, and provide thisinformation
inreal time, which can inform timely government responsesto
the data presented. The significance of OSINT during the
invasion, where formal information is scarce, will be to
supplement more formal data sources, provide essential early
warning of radiobiological events, and ensuretimely emergency
and public health responses. Both Epitweetr and EPIWATCH
can be rapidly adapted to evolving biosecurity or other acute
threats. In addition, EPIWATCH continues with the search
terminology presented in this study, which routinely monitors
potential radiobiological events. These systems can be used as
collaborative tools with many stakeholders as a means of
surveillance, both in peacetime and in active war zones.
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OSINT: open-source intelligence
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